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Austrian Public Service Blockchain

• Initiative of public administration institutions 

 “Consortium blockchain” for different use cases in the “public service” area

 Blockchain in real operation since 10/2019 

• Consortium partner currently 

 WKO (Chamber of Commerce): Data certification

 WU (Vienna University of Economics and Business): Data certification

 City of Vienna: OGD notarization 

 BRZ (Federal Computing Center) 

 Nic.at (cert.at) 

 Ministry of Health (BMSGPK) 

 OeKB (Austrian Control Bank) (committed) 

 Requested 

 St. Pölten University of Applied Sciences

 Vienna University of Technology…

Austrian Public Service Blockchain (Nodes) Test Produktiv

BRZ (Bundesrechenzentrum) ja (2) ja (2)

Stadt Wien - MA01 ja (2) ja (2)

WKO (Wirtschaftskammer Östrerreich) ja ja

nic.at/cert.at ja ja

WU (Wirtschaftsuniversität Wien) ja ja

BMSGPK (Gesundheitsministerium) ja

AUSTRIAPRO (ja)

Summe 8 8



APSB Principles

• The consensus algorithms used ensure that no energy-wasting mining

is carried out and that the infrastructure is designed to be 

environmentally friendly and resource-friendly

• Made in Austria, but under observation of EU activities (EBSI)

• Application of open source software

• Data protection (GDPR): Personal data is stored offchain and is not 

the subject of these infrastructures.



APSB Implementation

• Based on “MultiChain” 

 Opensource (multichain.com)

 Extensive configuration options and security mechanisms 

• Configuration as a “consortium chain” 

 Write access only for known (authenticated) participants

 Public read access possible 

 Consensus algorithm: “Proof of Authority” 

 This means NO (unnecessarily) high energy requirements -

such as at “Proof of Work”
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APSB Agreement 

• Agreement is available in version 1.0

• Attachments

 Template for joining the APSB

 Technical Specification (Implementation Guide)

 Requirements server, VPN, multichain
environment, data structure... 

 APSB presentation materials for management 

• Status

 Approved by BLSG (Fall 2022)

 Publish on e-Government Reference Server as a 
“recommendation” – ongoing

 http://reference.e-government.gv.at

 https://neu.ref.wien.gv.at/

http://reference.e-government.gv.at/
https://neu.ref.wien.gv.at/


„Proof Of Existence“

• Problem

 Electronic documents are easy to copy & change, i.e. manipulate.

 Proof of authenticity in the real world is time-consuming & expensive

 Even "digital signature" only partially solves problem

• Blockchain technology as a solution?

 Hash value (digital fingerprint) proves content

 Block time proves timestamp

 Blockchain ensures immutability



„Proof Of Existence“ - „Notarization“

• Notarization can be used to prove that an

 electronic document 

 existed at a certain point in time 

 in a certain form and 

 has not been changed since then. 

• The security and trust that 

 notarized data cannot be manipulated 

 are guaranteed by blockchain technology

• Only anonymous data is processed!

 i.e. hash values of electronic documents

 in any case NO personal data (GDPR relevant)



Process - Creation

• Hash value is created on 

client

• I.e. files stay in sphere of the

user

• Additional infos (Filename, 

Comments) are for reference

only and NOT stored on the

blockchain



Notarization – Verification (Example: Web-GUI)

Example „proof.li“ operated by https://bc-init.at

https://bc-init.at/


Process - Verification

Possible Results

• NO Match: „This document was 

not notarized using this system“

• ONE Match: „This document

was notarized at [TimeStamp]“

• MORE Matches: „Oldest entry is

relevant.“



Notarization – Verification (Example: Web-GUI)



Notarization - possible areas of application

• Indisputable evidence of business correspondence

 Draft contracts, supply agreements, invoices ...

• Protection of intellectual property

 Concepts, texts, graphics, photos, film, software ...

• Long-term evidence of data from the production process

 Batches, serial numbers, temperature curves, function tests on machines ...

• Traceable data for transport & logistics (supply chain)

• All kinds of certificates, attestations, confirmations ...



Usecases within the APSB

• WKO - „Data Certification“

• Vienna - „OGD Notarization“

• WU Wien (University of Economics) – Academic integrity & certificates

• BMSGPK (Ministry of Health) – health data
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„Data Certification“ („Daten-Zertifizierung“)

• Alternative term for 

“notarization” coined by WKO 

• A digital service for 

 WKO members 

 and internal use 

• Real operation since 11/2019

 As part of the “Austrian Public 

Service Blockchain” 



WKO „Daten-Zertifizierung“ – Datei zertifizieren

https://mein.wko.at

https://mein.wko.at/


WKO „Daten-Zertifizierung“ - Bestätigung



WKO „Daten-Zertifizierung“ - Verifikation



„Notarisierung in Wien“

https://www.slideshare.net/DigitalesWien/blockchain-in-der-stadt-wien-und-darber-hinaus - Blockchain in der Stadt Wien und darüber hinaus - Oktober 2018

19

https://www.slideshare.net/DigitalesWien/blockchain-in-der-stadt-wien-und-darber-hinaus


APSB – Wien – OGD Notarization

Securing the integrity of open government data through hash values in a 

blockchain

https://www.slideshare.net/DigitalesWien/1-blockchainpilot-der-stadt-wien-ogd-notarization

• Dec. 2017: 1st blockchain 

pilot

• Current project: Conversion 

of the blockchain 

infrastructure to APSB

• Planned real operation in 

2024
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APSB – WU (Vienna University of Economics and Business)

• In operation since 12/2020 

• Use case 1: notarization – academic integrity

 Manuscripts – copyright of the author

 Data – data base not changed (no adapting empirical 

surveys to hypotheses)

 References, confirmations and certificates (even without 

an official signature) 

• Organizational framework 

 Create notarizations – only from WU’s internal network 

(or VPN)

 Verify notarizations - also from a public network - and 

via Dual-Verify
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Use case 2: SAP Certificates

• Addition to the certificate for the WU SAP-based 

course in production and supply chain management

• Traditional paper certificates issued together with 

SAP Austria since the 90s

• Now a quality feature that students like to use for 

applications => high level of awareness in AT
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Institute for Production Management 

 

CERTIFICATE 

 
Mrs./Mr.  

 

Student ID:  

 

passed the following SAP-based teaching program in S/W semester Jahr: 

 

 

 Datawarehouse Management with SAP BW: An Introduction to Business 

Intelligence 

 Datawarehouse Management with SAP BW: An Introduction 

 Integration Management with SAP ECC: An Introduction to Controlling and 

Logistics 

 Integration Management with SAP ECC: Implementation Project 

 Integration Management with SAP ECC: Implementation Project II 

 Datawarehouse Management with SAP BW: Balanced Scorecards 

 Integration Management mit SAP APO (Vertiefung) 

 

 Enterprise Resource Planning Systems (ERP-Systems) 

 Project Management with SAP 

 

 Business Analytics in Supply Chains 1 (BA 1) 

 Business Analytics in Supply Chains 2 (BA 2) 

 

Christina Wilfinger, SAP Österreich 
 

 

 

ao.Univ.Prof. Dr. Alexander Prosser 



SAP Certificates – How does it work?

• Option 1: Web-GUI (see previous slides)

 Ideal for single/few notarizations

• Option 2: Windows-Client

 Integration in Office-Workflow

 Batch notarization possible

 Automatic generation/download of 

„notarization infos“ as PDF
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SAP Certificates – Acceptance

• In use since summer semester 2021

• Since then, around 400 certificates issued

• Students increasingly requested notarized certificates, especially in the 

summer semester of 2023, and used them, for example, for applications for 

semesters abroad
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Deployment in the Ministry of Health (BMSGPK)

• The BMSGPK has been operating a blockchain node as part of the “Austrian 

Public Service Blockchain” since 6/2022. 

• The first application “Data Certification for OpenData” has been running 

since August 2022. 

• Data from the Covid19 and vaccination dashboards are certified (notarized).

• Further applications are being planned. 

• The BMSGPK also operates a publicly accessible verification service. 

• BMSGPK Node will propably also be used by AGES (currently in test 

operation), documents from the health sector (OpenData)



Example: Certified data “vaccination dashboard”

https://info.gesundheitsministerium.at/opendata

Dashboard is currently offline: Revision due to the new vaccination recommendations
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https://info.gesundheitsministerium.at/opendata


Verification-Service of the BMSGPK

28



Notarization for software artifacts

• Prototype status

• Java Development

• Local gitlab environment

• Notarizing script in build pipeline

 calculates hash values of artifacts

 calls DocNoS-API

 notarizes the artifacts (*.war, *.jar)
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„Private Sector Blockchain“

• „AUSTRIAPRO“ 
 Standardization and expert platform in collaboration with WKO

 WG Blockchain, Blockchain-Lab

• Initiative "Private Sector Blockchain"

• Goals

 Consortium blockchain for data certification

 Building a permanent and secure blockchain infrastructure for 
Austria's economy 

 Establishment and moderation of an open stakeholder forum to set 
up and manage the infrastructure 

• -> Recommendation from project with Austrian Blockchain Center 
(2020)

• -> Association „Blockchain Initiative Austria“

30



• Blockchain Initiative Austria

 Founded 1/2021

• Currently (12/2023) 

 22 Members & 1 Network partner
(DLT Austria)

• https://www.bc-init.at/

• Member list

• Association statutes

• Application for membership

• System description & framework 
conditions

• Specifications…
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Infrastructure

• Blockchain in productive

operation since 20.2.2020

 Currently 14 nodes

• First use case: “Data 

certification”

• Multiple applications in real 

operation

• So far (12/2023) approx. 

 500,000 blocks 

 450,000 transactions
• https://www.bc-init.at/blockchain
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Usecases PSBC – selected examples

• Data certification 

 multiple applications (members) 

• blockchain-dataroom.de

 new files (version) uploaded to dataroom are automatically notarized

• Death certificates from crematoriums

 largest crematorium in Germany

 official medical examination („amtsärztliche Leichenschau”) digitized 

and notarized (approx. 5000/month)
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Legal: Private expert opinion on “notarization”
(Privatgutachterliche Stellungnahme zu „Notarisierung“)

Report

• Analogous to report (APSB -

AustriaPro/WKO)

• Focus „Private Sector

Blockchain“

• Framework conditions for 

the setup and operation of 

the consortium blockchain 

operated by the association 

members

https://www.bc-init.at/files/Gutachten_Dokumenten-

Notarisierung_Blockchain_BCI_20211117.pdf
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PSBC – How to participate?

• Try it out (using DocNoS-API on a test chain)

 get demo code from Github

https://github.com/austriapro/blockchain/tree/master/docnos3-testclient

 request API-Key – hello@bc-init.at

 run it …

• Implement some application …

• Productive system

 become a member of bc-init.at

 run the application on prod. System

 …

 run a node
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Verification using „Dual Verify“

• Cross-system search

 APSB: WKO, Wien, 

WU, BMSGPK … 

 PSBC: proof.li, 

docnodes, K&P …

• Improving usability

• Closer coupling of 

systems



APSB & PSBC

• Commonalities 

 Principles 

 Technology 

 Usecase data certification 

 Legal Report (available for both systems) 

• Differences 

 Legally 

 APSB: own participation rules (see APSB agreement – eGovernment recommendation)

 PSBC: freer rules, more flexible (association member) 

 Minimal technical differences (data structure, APIs, VPN)
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Summary

• Blockchain initiatives in AT

 Public area 

 private area 

• Operational since around 2019/2020 

• Technically structured as “consortium chains”. 

 Authentication for writing, public reading 

 NO proof of work – no energy “waste” 

• Currently used for data certification (notarization) 

• Further applications in preparation
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The end …

• Questions?
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